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Welcome to Lago’s documentation!


Getting started

Check out the awesome README!
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lago package


	
class lago.Prefix(prefix)[source]

	Bases: object [https://docs.python.org/library/functions.html#object]


	
_add_nic_to_mapping(net, dom, nic)[source]

	




	
_allocate_ips_to_nics(conf)[source]

	




	
_allocate_subnets(conf)[source]

	




	
_check_predefined_subnets(conf)[source]

	




	
_config_net_topology(conf)[source]

	




	
_create_disk(name, spec, template_repo=None, template_store=None)[source]

	




	
_create_paths()[source]

	




	
_create_ssh_keys()[source]

	




	
_create_virt_env()[source]

	




	
_get_metadata()[source]

	




	
_init_net_specs(conf)[source]

	




	
_register_preallocated_ips(conf)[source]

	




	
_save_metadata()[source]

	




	
_use_prototype(spec, conf)[source]

	




	
cleanup()[source]

	




	
create_snapshots(name)[source]

	




	
initialize()[source]

	




	
paths

	




	
revert_snapshots(name)[source]

	




	
save()[source]

	




	
start()[source]

	




	
stop()[source]

	




	
virt_conf(conf, template_repo=None, template_store=None)[source]

	




	
virt_env

	








	
lago._create_ip(subnet, index)[source]

	




	
lago._ip_in_subnet(subnet, ip)[source]

	




Submodules




lago.brctl module


	
lago.brctl._brctl(command, *args)[source]

	




	
lago.brctl._set_link(name, state)[source]

	




	
lago.brctl.create(name, stp=True)[source]

	




	
lago.brctl.destroy(name)[source]

	




	
lago.brctl.exists(name)[source]

	






lago.config module


	
lago.config._get_environ()[source]

	




	
lago.config._get_from_dir(path, key)[source]

	




	
lago.config._get_from_env(key)[source]

	




	
lago.config._get_from_files(paths, key)[source]

	




	
lago.config._get_providers()[source]

	




	
lago.config.get(key, default=<object object>)[source]

	






lago.constants module




lago.dirlock module


	
lago.dirlock._lock_path(path)[source]

	




	
lago.dirlock.lock(path, excl, key_path)[source]

	




	
lago.dirlock.trylock(path, excl, key_path)[source]

	




	
lago.dirlock.unlock(path, key_path)[source]

	






lago.paths module


	
class lago.paths.Paths(prefix)[source]

	Bases: object [https://docs.python.org/library/functions.html#object]


	
_prefixed(*args)[source]

	




	
images(*path)[source]

	




	
logs()[source]

	




	
metadata()[source]

	




	
prefix()[source]

	




	
prefix_lagofile()[source]

	This file represents a prefix that’s initialized






	
ssh_id_rsa()[source]

	




	
ssh_id_rsa_pub()[source]

	




	
uuid()[source]

	




	
virt(*path)[source]

	










lago.subnet_lease module


	
lago.subnet_lease._acquire(*args, **kwargs)[source]

	




	
lago.subnet_lease._lease_owned(path, current_uuid_path)[source]

	




	
lago.subnet_lease._lease_valid(path)[source]

	




	
lago.subnet_lease._locked(func)[source]

	




	
lago.subnet_lease._release(*args, **kwargs)[source]

	




	
lago.subnet_lease._take_lease(path, uuid_path)[source]

	




	
lago.subnet_lease._validate_lease_dir_present(func)[source]

	




	
lago.subnet_lease.acquire(uuid_path)[source]

	




	
lago.subnet_lease.is_leasable_subnet(subnet)[source]

	




	
lago.subnet_lease.release(subnet)[source]

	






lago.sysprep module


	
lago.sysprep._config_net_interface(iface, **kwargs)[source]

	




	
lago.sysprep._upload_file(local_path, remote_path)[source]

	




	
lago.sysprep._write_file(path, content)[source]

	




	
lago.sysprep.add_ssh_key(key)[source]

	




	
lago.sysprep.config_net_interface_dhcp(iface, hwaddr)[source]

	




	
lago.sysprep.set_hostname(hostname)[source]

	




	
lago.sysprep.set_iscsi_initiator_name(name)[source]

	




	
lago.sysprep.set_root_password(password)[source]

	




	
lago.sysprep.set_selinux_mode(mode)[source]

	




	
lago.sysprep.sysprep(disk, mods)[source]

	






lago.templates module


	
class lago.templates.FileSystemTemplateProvider(root)[source]

	
	
_prefixed(*path)[source]

	




	
download_image(handle, dest)[source]

	




	
get_hash(handle)[source]

	




	
get_metadata(handle)[source]

	








	
class lago.templates.HttpTemplateProvider(baseurl)[source]

	
	
download_image(handle, dest)[source]

	




	
get_hash(handle)[source]

	




	
get_metadata(handle)[source]

	








	
class lago.templates.Template(name, versions)[source]

	
	
get_latest_version()[source]

	




	
get_version(ver_name=None)[source]

	








	
class lago.templates.TemplateRepository(dom)[source]

	
	
_get_provider(spec)[source]

	




	
classmethod from_file(path)[source]

	




	
get_by_name(name)[source]

	




	
name

	








	
class lago.templates.TemplateStore(path)[source]

	
	
_init_users(temp_ver)[source]

	




	
_prefixed(*path)[source]

	




	
download(temp_ver, store_metadata=True)[source]

	




	
get_path(temp_ver)[source]

	




	
get_stored_hash(temp_ver)[source]

	




	
get_stored_metadata(temp_ver)[source]

	




	
mark_used(temp_ver, key_path)[source]

	








	
class lago.templates.TemplateVersion(name, source, handle, timestamp)[source]

	
	
download(destination)[source]

	




	
get_hash()[source]

	




	
get_metadata()[source]

	




	
timestamp()[source]

	








	
lago.templates._locked(func)[source]

	




	
lago.templates.find_repo_by_name(name, repo_dir=None)[source]

	






lago.utils module


	
class lago.utils.CommandStatus[source]

	Bases: lago.utils.CommandStatus






	
class lago.utils.EggTimer(timeout)[source]

	
	
elapsed()[source]

	








	
class lago.utils.RollbackContext(*args)[source]

	Bases: object [https://docs.python.org/library/functions.html#object]

A context manager for recording and playing rollback.
The first exception will be remembered and re-raised after rollback

Sample usage:
> with RollbackContext() as rollback:
>     step1()
>     rollback.prependDefer(lambda: undo step1)
>     def undoStep2(arg): pass
>     step2()
>     rollback.prependDefer(undoStep2, arg)

More examples see tests/utilsTests.py @ vdsm code


	
__exit__(exc_type, exc_value, traceback)[source]

	If this function doesn’t return True (or raises a different
exception), python re-raises the original exception once this
function is finished.






	
clear()[source]

	




	
defer(func, *args, **kwargs)[source]

	




	
prependDefer(func, *args, **kwargs)[source]

	








	
class lago.utils.VectorThread(targets)[source]

	
	
join_all(raise_exceptions=True)[source]

	




	
start_all()[source]

	








	
lago.utils._CommandStatus

	alias of CommandStatus






	
lago.utils._read_nonblocking(f)[source]

	




	
lago.utils._ret_via_queue(func, queue)[source]

	




	
lago.utils.drain_ssh_channel(chan, stdin=None, stdout=<open file '<stdout>', mode 'w'>, stderr=<open file '<stderr>', mode 'w'>)[source]

	




	
lago.utils.func_vector(target, args_sequence)[source]

	




	
lago.utils.interactive_ssh_channel(chan, command=None, stdin=<open file '<stdin>', mode 'r'>)[source]

	




	
lago.utils.invoke_in_parallel(func, *args_sequences)[source]

	




	
lago.utils.json_dump(obj, f)[source]

	




	
lago.utils.run_command(command, input_data=None, env=None, **kwargs)[source]

	




	
lago.utils.service_is_enabled(name)[source]

	




	
lago.utils.setup_logging(logdir)[source]

	






lago.virt module


	
class lago.virt.BridgeNetwork(env, spec)[source]

	Bases: lago.virt.Network


	
_libvirt_xml()[source]

	




	
start()[source]

	




	
stop()[source]

	








	
class lago.virt.NATNetwork(env, spec)[source]

	Bases: lago.virt.Network


	
_libvirt_xml()[source]

	








	
class lago.virt.Network(env, spec)[source]

	Bases: object [https://docs.python.org/library/functions.html#object]


	
_libvirt_name()[source]

	




	
add_mapping(name, ip, save=True)[source]

	




	
add_mappings(mappings)[source]

	




	
alive()[source]

	




	
gw()[source]

	




	
is_management()[source]

	




	
name()[source]

	




	
resolve(name)[source]

	




	
save()[source]

	




	
start()[source]

	




	
stop()[source]

	








	
class lago.virt.ServiceState[source]

	
	
ACTIVE = 2

	




	
INACTIVE = 1

	




	
MISSING = 0

	








	
class lago.virt.VM(env, spec)[source]

	Bases: object [https://docs.python.org/library/functions.html#object]

VM properties:
* name
* cpus
* memory
* disks
* metadata
* network/mac addr


	
_check_alive(func)[source]

	




	
_create_dead_snapshot(name)[source]

	




	
_create_live_snapshot(name)[source]

	




	
_detect_service_manager()[source]

	




	
_get_ssh_client(*args, **kwargs)[source]

	




	
_libvirt_name()[source]

	




	
_libvirt_xml()[source]

	




	
classmethod _normalize_spec(spec)[source]

	




	
_open_ssh_client()[source]

	




	
_reclaim_disk(path)[source]

	




	
_reclaim_disks()[source]

	




	
_sftp(*args, **kwds)[source]

	




	
_template_metadata()[source]

	




	
alive()[source]

	




	
bootstrap()[source]

	




	
copy_from(remote_path, local_path)[source]

	




	
copy_to(local_path, remote_path)[source]

	




	
create_snapshot(name)[source]

	




	
distro()[source]

	




	
extract_paths(paths)[source]

	




	
guest_agent()[source]

	




	
interactive_ssh(*args, **kwargs)[source]

	




	
ip()[source]

	




	
iscsi_name()[source]

	




	
metadata

	




	
name()[source]

	




	
nics()[source]

	




	
revert_snapshot(name)[source]

	




	
root_password()[source]

	




	
save(path=None)[source]

	




	
service(*args, **kwargs)[source]

	




	
ssh(command, data=None, show_output=True)[source]

	




	
ssh_script(path, show_output=True)[source]

	




	
start()[source]

	




	
stop()[source]

	




	
virt_env()[source]

	




	
vnc_port(*args, **kwargs)[source]

	




	
wait_for_ssh(connect_retries=50)[source]

	








	
class lago.virt.VirtEnv(prefix, vm_specs, net_specs)[source]

	Bases: object [https://docs.python.org/library/functions.html#object]

Env properties:
* prefix
* vms
* net


	libvirt_con




	
_create_net(net_spec)[source]

	




	
_create_vm(vm_spec)[source]

	




	
bootstrap()[source]

	




	
create_snapshots(name)[source]

	




	
classmethod from_prefix(prefix)[source]

	




	
get_net(name=None)[source]

	




	
get_nets()[source]

	




	
get_vm(name)[source]

	




	
get_vms()[source]

	




	
libvirt_con

	




	
prefixed_name(unprefixed_name)[source]

	




	
revert_snapshots(name)[source]

	




	
save()[source]

	




	
start()[source]

	




	
stop()[source]

	




	
virt_path(*args)[source]

	








	
class lago.virt._Service(vm, name)[source]

	
	
alive()[source]

	




	
exists()[source]

	




	
classmethod is_supported(vm)[source]

	




	
start()[source]

	




	
stop()[source]

	








	
class lago.virt._SysVInitService(vm, name)[source]

	Bases: lago.virt._Service


	
BIN_PATH = '/sbin/service'

	




	
_request_start()[source]

	




	
_request_stop()[source]

	




	
state()[source]

	








	
class lago.virt._SystemdContainerService(vm, name)[source]

	Bases: lago.virt._Service


	
BIN_PATH = '/usr/bin/docker'

	




	
HOST_BIN_PATH = '/usr/bin/systemctl'

	




	
_request_start()[source]

	




	
_request_stop()[source]

	




	
state()[source]

	








	
class lago.virt._SystemdService(vm, name)[source]

	Bases: lago.virt._Service


	
BIN_PATH = '/usr/bin/systemctl'

	




	
_request_start()[source]

	




	
_request_stop()[source]

	




	
state()[source]

	








	
lago.virt._gen_ssh_command_id()[source]

	




	
lago.virt._guestfs_copy_path(g, guest_path, host_path)[source]

	




	
lago.virt._ip_to_mac(ip)[source]

	




	
lago.virt._path_to_xml(basename)[source]
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  Source code for lago.config

#
# Copyright 2014 Red Hat, Inc.
#
# This program is free software; you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation; either version 2 of the License, or
# (at your option) any later version.
#
# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with this program; if not, write to the Free Software
# Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA  02110-1301 USA
#
# Refer to the README and COPYING files for full details of the license
#
import ConfigParser
import glob
import functools
import os

_SYSTEM_CONFIG_DIR = '/etc/lago.d'
_USER_CONFIG = os.path.join(os.path.expanduser('~'), '.lago')


[docs]def _get_environ():
    return os.environ



[docs]def _get_from_env(key):
    return _get_environ()['LAGO_%s' % key.upper()]



[docs]def _get_from_files(paths, key):
    config = ConfigParser.ConfigParser()
    config.read(paths)
    try:
        return config.get('lago', key)
    except ConfigParser.Error:
        raise KeyError(key)



[docs]def _get_from_dir(path, key):
    config_files = glob.glob(os.path.join(path, '*.conf'))
    return _get_from_files(config_files, key)



[docs]def _get_providers():
    return [
        _get_from_env,
        functools.partial(
            _get_from_files,
            [_USER_CONFIG],
        ),
        functools.partial(
            _get_from_dir,
            _SYSTEM_CONFIG_DIR,
        ),
    ]


_cache = {}
_GET_DEFAULT = object()


[docs]def get(key, default=_GET_DEFAULT):
    if key in _cache:
        return _cache[key]

    for provider in _get_providers():
        try:
            val = provider(key)
            _cache[key] = val
            return val
        except KeyError:
            pass

    # Nothing was found
    if default is _GET_DEFAULT:
        raise KeyError(key)
    else:
        return default
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#
# Copyright 2014 Red Hat, Inc.
#
# This program is free software; you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation; either version 2 of the License, or
# (at your option) any later version.
#
# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with this program; if not, write to the Free Software
# Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA  02110-1301 USA
#
# Refer to the README and COPYING files for full details of the license
#
import utils

_BRCTL = ['sudo', 'brctl']
_IP = ['sudo', 'ip']


[docs]def _brctl(command, *args):
    ret, out, err = utils.run_command(_BRCTL + [command] + list(args))
    if ret:
        raise RuntimeError('brctl %s failed' % command)
    return ret, out, err



[docs]def _set_link(name, state):
    ret, _, _ = utils.run_command(_IP + ['link', 'set', 'dev', name, state])
    if ret:
        raise RuntimeError('Could not set %s to state %s' % (name, state))



[docs]def create(name, stp=True):
    _brctl('addbr', name)
    try:
        _set_link(name, 'up')
        if stp:
            _brctl('stp', name, 'on')
    except:
        _brctl('delbr', name)
        raise



[docs]def destroy(name):
    _set_link(name, 'down')
    _brctl('delbr', name)



[docs]def exists(name):
    ret, out, err = _brctl('show', name)
    return err == ''
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# Copyright 2014 Red Hat, Inc.
#
# This program is free software; you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation; either version 2 of the License, or
# (at your option) any later version.
#
# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with this program; if not, write to the Free Software
# Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA  02110-1301 USA
#
# Refer to the README and COPYING files for full details of the license
#
import json
import os
import time

import lockfile

import utils


[docs]def _lock_path(path):
    return os.path.join(path, '.rwlock')



[docs]def trylock(path, excl, key_path):
    with lockfile.LockFile(path):
        # Prune invalid users
        if os.path.exists(_lock_path(path)):
            with open(_lock_path(path)) as f:
                lock_obj = json.load(f)
        else:
            lock_obj = {
                'excl': False,
                'users': {}
            }
        for other_key_path in lock_obj['users'].copy():
            if not os.path.isfile(other_key_path):
                del lock_obj['users'][other_key_path]
                continue
            with open(other_key_path) as f:
                key = f.read()
            if key != lock_obj['users'][other_key_path]:
                del lock_obj['users'][other_key_path]

        if (
                (excl and len(lock_obj['users']) != 0)
                or
                (not excl and lock_obj['excl'] and len(lock_obj['users']) != 0)
        ):
                success = False
        else:
            lock_obj['excl'] = excl
            with open(key_path) as f:
                lock_obj['users'][key_path] = f.read()
            success = True

        # Update lock object file
        with open(_lock_path(path), 'w') as f:
            utils.json_dump(lock_obj, f)

        return success



[docs]def lock(path, excl, key_path):
    while not trylock(path, excl, key_path):
        time.sleep(0.1)



[docs]def unlock(path, key_path):
    with lockfile.LockFile(path):
        with open(_lock_path(path)) as f:
            lock_obj = json.load(f)
        del lock_obj['users'][key_path]
        with open(_lock_path(path), 'w') as f:
            utils.json_dump(lock_obj, f)
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#
# Copyright 2014 Red Hat, Inc.
#
# This program is free software; you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation; either version 2 of the License, or
# (at your option) any later version.
#
# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with this program; if not, write to the Free Software
# Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA  02110-1301 USA
#
# Refer to the README and COPYING files for full details of the license
#
import array
import collections
import fcntl
import functools
import json
import logging
import logging.config
import os
import select
import socket
import subprocess
import sys
import termios
import threading
import time
import tty
import Queue

import config
import constants


[docs]def _ret_via_queue(func, queue):
    try:
        queue.put({'return': func()})
    except Exception:
        logging.exception('Error while running thread')
        queue.put({'exception': sys.exc_info()})



[docs]def func_vector(target, args_sequence):
    return [functools.partial(target, *args) for args in args_sequence]



[docs]class VectorThread:
    def __init__(self, targets):
        self.targets = targets
        self.results = None

[docs]    def start_all(self):
        self.thread_handles = []
        for target in self.targets:
            q = Queue.Queue()
            t = threading.Thread(target=_ret_via_queue,
                                 args=(target, q))
            self.thread_handles.append((t, q))
            t.start()


[docs]    def join_all(self, raise_exceptions=True):
        if self.results:
            return self.results

        for t, q in self.thread_handles:
            t.join()

        self.results = map(lambda (t, q): q.get(), self.thread_handles)
        if raise_exceptions:
            for result in self.results:
                if 'exception' in result:
                    exc_info = result['exception']
                    raise exc_info[1], None, exc_info[2]
        return map(lambda x: x.get('return', None), self.results)




[docs]def invoke_in_parallel(func, *args_sequences):
    vt = VectorThread(func_vector(func, zip(*args_sequences)))
    vt.start_all()
    vt.join_all()


_CommandStatus = collections.namedtuple(
    'CommandStatus',
    ('code', 'out', 'err')
)


[docs]class CommandStatus(_CommandStatus):
    def __nonzero__(self):
        return self.code



[docs]def run_command(command, input_data=None, env=None, **kwargs):
    logging.debug('Running command: %s', str(command))

    # add libexec to PATH if needed
    if constants.LIBEXEC_DIR not in os.environ['PATH'].split(':'):
        os.environ['PATH'] = '%s:%s' % (
            constants.LIBEXEC_DIR,
            os.environ['PATH']
        )

    if input_data:
        kwargs['stdin'] = subprocess.PIPE

    if env is None:
        env = os.environ.copy()
    else:
        env['PATH'] = ':'.join(
            list(
                set(
                    env.get('PATH', '').split(':')
                    +
                    os.environ['PATH'].split(':')
                ),
            ),
        )

    popen = subprocess.Popen(
        command,
        stdout=subprocess.PIPE,
        stderr=subprocess.PIPE,
        env=env,
        **kwargs
    )
    out, err = popen.communicate(input_data)
    logging.debug('command exit with %d', popen.returncode)
    if out:
        logging.debug('command stdout: %s', out)
    if err:
        logging.debug('command stderr: %s', err)
    return CommandStatus(popen.returncode, out, err)



[docs]def service_is_enabled(name):
    ret, out, _ = run_command(['systemctl', 'is-enabled', name])
    if ret == 0 and out.strip() == 'enabled':
        return True
    return False


# Copied from VDSM: lib/vdsm/utils.py

[docs]class RollbackContext(object):
    '''
    A context manager for recording and playing rollback.
    The first exception will be remembered and re-raised after rollback

    Sample usage:
    > with RollbackContext() as rollback:
    >     step1()
    >     rollback.prependDefer(lambda: undo step1)
    >     def undoStep2(arg): pass
    >     step2()
    >     rollback.prependDefer(undoStep2, arg)

    More examples see tests/utilsTests.py @ vdsm code
    '''
    def __init__(self, *args):
        self._finally = []

    def __enter__(self):
        return self

[docs]    def __exit__(self, exc_type, exc_value, traceback):
        """
        If this function doesn't return True (or raises a different
        exception), python re-raises the original exception once this
        function is finished.
        """
        undoExcInfo = None
        for undo, args, kwargs in self._finally:
            try:
                undo(*args, **kwargs)
            except Exception:
                # keep the earliest exception info
                if undoExcInfo is None:
                    undoExcInfo = sys.exc_info()

        if exc_type is None and undoExcInfo is not None:
            raise undoExcInfo[0], undoExcInfo[1], undoExcInfo[2]


[docs]    def defer(self, func, *args, **kwargs):
        self._finally.append((func, args, kwargs))


[docs]    def prependDefer(self, func, *args, **kwargs):
        self._finally.insert(0, (func, args, kwargs))


[docs]    def clear(self):
        self._finally = []




[docs]class EggTimer:
    def __init__(self, timeout):
        self.timeout = timeout

    def __enter__(self):
        self.start_time = time.time()
        return self

    def __exit__(self, *_):
        pass

[docs]    def elapsed(self):
        return (time.time() - self.start_time) > self.timeout




[docs]def setup_logging(logdir):
    if not os.path.exists(logdir):
        os.mkdir(logdir)
    logging.config.fileConfig(
        os.path.join(
            os.path.dirname(__file__),
            'lago.log.conf',
        ),
        defaults={
            'log_path': os.path.join(logdir, 'lago.log'),
            'log_level': config.get('log_level', 'info').upper(),
        },
    )



[docs]def _read_nonblocking(f):
    oldfl = fcntl.fcntl(f.fileno(), fcntl.F_GETFL)
    try:
        fcntl.fcntl(f.fileno(), fcntl.F_SETFL, oldfl | os.O_NONBLOCK)
        return f.read()
    finally:
        fcntl.fcntl(f.fileno(), fcntl.F_SETFL, oldfl)



[docs]def drain_ssh_channel(chan, stdin=None, stdout=sys.stdout, stderr=sys.stderr):
    chan.settimeout(0)
    out_queue = []
    out_all = []
    err_queue = []
    err_all = []

    try:
        stdout_is_tty = stdout.isatty()
        tty_w = tty_h = -1
    except AttributeError:
        stdout_is_tty = False

    done = False
    while not done:
        if stdout_is_tty:
            arr = array.array('h', range(4))
            if not fcntl.ioctl(stdout.fileno(), termios.TIOCGWINSZ, arr):
                if tty_h != arr[0] or tty_w != arr[1]:
                    tty_h, tty_w = arr[:2]
                    chan.resize_pty(width=tty_w, height=tty_h)

        read_streams = []
        if not chan.closed:
            read_streams.append(chan)

            if stdin and not stdin.closed:
                read_streams.append(stdin)

        write_streams = []
        if stdout and out_queue:
            write_streams.append(stdout)
        if stderr and err_queue:
            write_streams.append(stderr)

        read, write, _ = select.select(
            read_streams,
            write_streams,
            [],
            0.1,
        )

        if stdin in read:
            c = _read_nonblocking(stdin)
            if c:
                chan.send(c)
            else:
                chan.shutdown_write()

        try:
            if chan.recv_ready():
                c = chan.recv(1024)
                if stdout:
                    out_queue.append(c)
                out_all.append(c)

            if chan.recv_stderr_ready():
                c = chan.recv_stderr(1024)
                if stderr:
                    err_queue.append(c)
                err_all.append(c)
        except socket.error:
            pass

        if stdout in write:
            stdout.write(out_queue.pop(0))
            stdout.flush()
        if stderr in write:
            stderr.write(err_queue.pop(0))
            stderr.flush()

        if chan.closed and not out_queue and not err_queue:
            done = True

    return (chan.exit_status, ''.join(out_all), ''.join(err_all))



[docs]def interactive_ssh_channel(chan, command=None, stdin=sys.stdin):
    try:
        stdin_is_tty = stdin.isatty()
    except Exception:
        stdin_is_tty = False

    if stdin_is_tty:
        oldtty = termios.tcgetattr(stdin)
        chan.get_pty()

    if command is not None:
        chan.exec_command(command)

    try:
        if stdin_is_tty:
            tty.setraw(stdin.fileno())
            tty.setcbreak(stdin.fileno())
        return CommandStatus(*drain_ssh_channel(chan, stdin))
    finally:
        if stdin_is_tty:
            termios.tcsetattr(stdin, termios.TCSADRAIN, oldtty)



[docs]def json_dump(obj, f):
    return json.dump(obj, f, indent=4)
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#
# Copyright 2014 Red Hat, Inc.
#
# This program is free software; you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation; either version 2 of the License, or
# (at your option) any later version.
#
# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with this program; if not, write to the Free Software
# Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA  02110-1301 USA
#
# Refer to the README and COPYING files for full details of the license
#
import functools
import json
import lockfile
import os

import constants
import utils

MIN_SUBNET = 200
MAX_SUBNET = 209

# FIXME make more robust and configurable
LEASE_DIR = constants.SUBNET_LEASE_DIR
LOCK_FILE = os.path.join(LEASE_DIR, 'leases.lock')


[docs]def is_leasable_subnet(subnet):
    pieces = map(int, subnet.split('.')[:-1])
    return (192, 168, MIN_SUBNET) <= tuple(pieces) <= (192, 168, MAX_SUBNET)



[docs]def _validate_lease_dir_present(func):
    @functools.wraps(func)
    def wrapper(*args, **kwargs):
        if not os.path.isdir(LEASE_DIR):
            os.makedirs(LEASE_DIR)
        return func(*args, **kwargs)
    return wrapper



[docs]def _locked(func):
    @functools.wraps(func)
    def wrapper(*args, **kwargs):
        with lockfile.LockFile(LOCK_FILE):
            return func(*args, **kwargs)
    return wrapper



[docs]def _take_lease(path, uuid_path):
    with open(uuid_path) as f:
        uuid = f.read()
    with open(path, 'w') as f:
        utils.json_dump((uuid_path, uuid), f)



[docs]def _lease_owned(path, current_uuid_path):
    with open(path) as f:
        prev_uuid_path, prev_uuid = json.load(f)
    with open(current_uuid_path) as f:
        current_uuid = f.read()

    return current_uuid_path == prev_uuid_path and prev_uuid == current_uuid



[docs]def _lease_valid(path):
    with open(path) as f:
        uuid_path, uuid = json.load(f)

    if not os.path.isfile(uuid_path):
        return False

    with open(uuid_path) as f:
        return f.read() == uuid



@_validate_lease_dir_present
@_locked
[docs]def _acquire(uuid_path):
    for index in range(MIN_SUBNET, MAX_SUBNET + 1):
        lease_file = os.path.join(LEASE_DIR, '%d.lease' % index)
        if os.path.exists(lease_file):
            if _lease_valid(lease_file):
                continue
            else:
                os.unlink(lease_file)
        _take_lease(lease_file, uuid_path)
        return index
    return None



[docs]def acquire(uuid_path):
    return '192.168.%d.1' % _acquire(uuid_path)



@_validate_lease_dir_present
@_locked
[docs]def _release(index):
    lease_file = os.path.join(LEASE_DIR, '%d.lease' % index)
    os.unlink(lease_file)



[docs]def release(subnet):
    _release(int(subnet.split('.')[2]))
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  Source code for lago.paths

#
# Copyright 2014 Red Hat, Inc.
#
# This program is free software; you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation; either version 2 of the License, or
# (at your option) any later version.
#
# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with this program; if not, write to the Free Software
# Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA  02110-1301 USA
#
# Refer to the README and COPYING files for full details of the license
#
import os


[docs]class Paths(object):
    def __init__(self, prefix):
        self._prefix = prefix

[docs]    def prefix(self):
        return self._prefix


[docs]    def _prefixed(self, *args):
        return os.path.join(self.prefix(), *args)


[docs]    def uuid(self):
        return self._prefixed('uuid')


[docs]    def ssh_id_rsa(self):
        return self._prefixed('id_rsa')


[docs]    def ssh_id_rsa_pub(self):
        return self._prefixed('id_rsa.pub')


[docs]    def images(self, *path):
        return self._prefixed('images', *path)


[docs]    def virt(self, *path):
        return self._prefixed('virt', *path)


[docs]    def logs(self):
        return self._prefixed('logs')


[docs]    def metadata(self):
        return self._prefixed('metadata')


[docs]    def prefix_lagofile(self):
        "This file represents a prefix that's initialized"
        return self._prefixed('.lago')
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  Source code for lago.sysprep

#
# Copyright 2015 Red Hat, Inc.
#
# This program is free software; you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation; either version 2 of the License, or
# (at your option) any later version.
#
# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with this program; if not, write to the Free Software
# Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA  02110-1301 USA
#
# Refer to the README and COPYING files for full details of the license
#
import os

import utils

_DOT_SSH = '/root/.ssh'
_AUTHORIZED_KEYS = os.path.join(_DOT_SSH, 'authorized_keys')
_SELINUX_CONF_DIR = '/etc/selinux'
_SELINUX_CONF_PATH = os.path.join(_SELINUX_CONF_DIR, 'config')
_ISCSI_DIR = '/etc/iscsi'


[docs]def set_hostname(hostname):
    return ('--hostname', hostname)



[docs]def set_root_password(password):
    return ('--root-password', 'password:%s' % password)



[docs]def _write_file(path, content):
    return ('--write', '%s:%s' % (path, content))



[docs]def _upload_file(local_path, remote_path):
    return ('--upload', '%s:%s' % (remote_path, local_path))



[docs]def set_iscsi_initiator_name(name):
    return (
        '--mkdir', _ISCSI_DIR,
        '--chmod', '0755:%s' % _ISCSI_DIR,
    ) + _write_file(
        os.path.join(_ISCSI_DIR, 'initiatorname.iscsi'),
        'InitiatorName=%s' % name,
    )



[docs]def add_ssh_key(key):
    extra_options = (
        '--mkdir', _DOT_SSH,
        '--chmod', '0700:%s' % _DOT_SSH,
    ) + _upload_file(
        _AUTHORIZED_KEYS,
        key
    )
    if (
        not os.stat(key).st_uid == 0
        or not os.stat(key).st_gid == 0
    ):
        extra_options += (
            '--run-command', 'chown root.root %s' % _AUTHORIZED_KEYS,
        )
    return extra_options



[docs]def set_selinux_mode(mode):
    return (
        '--mkdir', _SELINUX_CONF_DIR,
        '--chmod', '0755:%s' % _SELINUX_CONF_DIR,
    ) + _write_file(
        _SELINUX_CONF_PATH,
        ('SELINUX=%s\n'
         'SELINUXTYPE=targeted\n') % mode,
    )



[docs]def _config_net_interface(iface, **kwargs):
    return (
        '--mkdir', '/etc/sysconfig/network-scripts',
        '--chmod', '0755:/etc/sysconfig/network-scripts',
    ) + _write_file(
        os.path.join(
            '/etc/sysconfig/network-scripts',
            'ifcfg-%s' % iface,
        ),
        '\n'.join(['%s="%s"' % (k.upper(), v) for k, v in kwargs.items()]),
    )



[docs]def config_net_interface_dhcp(iface, hwaddr):
    return _config_net_interface(
        iface,
        type='Ethernet',
        bootproto='dhcp',
        onboot='yes',
        name=iface,
        hwaddr=hwaddr,
    )



[docs]def sysprep(disk, mods):
    cmd = [
        'virt-sysprep',
        '--connect', 'qemu:///system',
        '-a', disk,
        '--selinux-relabel'
    ]
    for mod in mods:
        cmd.extend(mod)

    ret = utils.run_command(cmd)
    if ret:
        raise RuntimeError('Failed to bootstrap %s' % disk)
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  Source code for lago.templates

import errno
import functools
import hashlib
import json
import os
import shutil
import time
import urllib

import lockfile

import config
import utils


[docs]class FileSystemTemplateProvider:
    def __init__(self, root):
        self._root = os.path.expanduser(os.path.expandvars(root))

[docs]    def _prefixed(self, *path):
        return os.path.join(self._root, *path)


[docs]    def download_image(self, handle, dest):
        shutil.copyfile(self._prefixed(handle), dest)


[docs]    def get_hash(self, handle):
        handle = os.path.expanduser(os.path.expandvars(handle))
        with open(self._prefixed('%s.hash' % handle)) as f:
            return f.read()


[docs]    def get_metadata(self, handle):
        handle = os.path.expanduser(os.path.expandvars(handle))
        with open(self._prefixed('%s.metadata' % handle)) as f:
            return json.load(f)




[docs]class HttpTemplateProvider:
    def __init__(self, baseurl):
        self._baseurl = baseurl

[docs]    def download_image(self, handle, dest):
        urllib.urlretrieve(self._baseurl + handle, dest)


[docs]    def get_hash(self, handle):
        f = urllib.urlopen(self._baseurl + handle + '.hash')
        try:
            return f.read()
        finally:
            f.close()


[docs]    def get_metadata(self, handle):
        f = urllib.urlopen(self._baseurl + handle + '.metadata')
        try:
            return json.load(f)
        finally:
            f.close()




_PROVIDERS = {
    'file': FileSystemTemplateProvider,
    'http': HttpTemplateProvider,
}


[docs]def find_repo_by_name(name, repo_dir=None):
    if repo_dir is None:
        repo_dir = config.get('template_repos')

    ret, out, _ = utils.run_command(
        [
            'find',
            repo_dir,
            '-name', '*.json',
        ],
    )

    repos = [
        TemplateRepository.from_file(line.strip())
        for line in out.split('\n')
        if len(line.strip())
    ]

    for repo in repos:
        if repo.name == name:
            return repo
    raise RuntimeError('Could not find repo %s' % (name))



[docs]class TemplateRepository:
    def __init__(self, dom):
        self._dom = dom
        self._providers = {
            name: self._get_provider(spec)
            for name, spec in self._dom.get('sources', {}).items()
        }

    @classmethod
[docs]    def from_file(cls, path):
        with open(path) as f:
            return cls(json.load(f))


[docs]    def _get_provider(self, spec):
        provider_class = _PROVIDERS[spec['type']]
        return provider_class(**spec['args'])


    @property
    def name(self):
        return self._dom['name']

[docs]    def get_by_name(self, name):
        spec = self._dom.get('templates', {})[name]
        return Template(
            name=name,
            versions={
                ver_name: TemplateVersion(
                    name='%s:%s:%s' % (self.name, name, ver_name),
                    source=self._providers[ver_spec['source']],
                    handle=ver_spec['handle'],
                    timestamp=ver_spec['timestamp'],
                )
                for ver_name, ver_spec in spec['versions'].items()
            },
        )




[docs]class Template:
    def __init__(self, name, versions):
        self.name = name
        self._versions = versions

[docs]    def get_version(self, ver_name=None):
        if ver_name is None:
            return self.get_latest_version()
        return self._versions[ver_name]


[docs]    def get_latest_version(self):
        return max(self._versions.values(), key=lambda x: x.timestamp())




[docs]class TemplateVersion:
    def __init__(self, name, source, handle, timestamp):
        self.name = name
        self._source = source
        self._handle = handle
        self._timestamp = timestamp
        self._hash = None
        self._metadata = None

[docs]    def timestamp(self):
        return self._timestamp


[docs]    def get_hash(self):
        if self._hash is None:
            self._hash = self._source.get_hash(self._handle).strip()
        return self._hash


[docs]    def get_metadata(self):
        if self._metadata is None:
            self._metadata = self._source.get_metadata(self._handle)
        return self._metadata


[docs]    def download(self, destination):
        self._source.download_image(self._handle, destination)




[docs]def _locked(func):
    @functools.wraps(func)
    def wrapper(self, *args, **kwargs):
        with lockfile.LockFile(self.lock_path()):
            return func(self, *args, **kwargs)



[docs]class TemplateStore:
    def __init__(self, path):
        self._root = path
        try:
            os.makedirs(path)
        except OSError as e:
            if e.errno != errno.EEXIST:
                raise

[docs]    def _prefixed(self, *path):
        return os.path.join(self._root, *path)


    def __contains__(self, temp_ver):
        return os.path.exists(self._prefixed(temp_ver.name))

[docs]    def get_path(self, temp_ver):
        if temp_ver not in self:
            raise RuntimeError('Template not present')
        return self._prefixed(temp_ver.name)


[docs]    def download(self, temp_ver, store_metadata=True):
        dest = self._prefixed(temp_ver.name)
        temp_dest = '%s.tmp' % dest

        with lockfile.LockFile(dest):
            # Image was downloaded while we were waiting
            if os.path.exists(dest):
                return

            temp_ver.download(temp_dest)
            if store_metadata:
                with open('%s.metadata' % dest, 'w') as f:
                    utils.json_dump(temp_ver.get_metadata(), f)

            sha1 = hashlib.sha1()
            with open(temp_dest) as f:
                while True:
                    chunk = f.read(65536)
                    if not chunk:
                        break
                    sha1.update(chunk)
            if temp_ver.get_hash() != sha1.hexdigest():
                raise RuntimeError(
                    'Image %s does not match the expected hash %s' % (
                        temp_ver.name,
                        sha1.hexdigest(),
                    )
                )

            with open('%s.hash' % dest, 'w') as f:
                f.write(sha1.hexdigest())

            utils.run_command(
                [
                    'qemu-img',
                    'convert',
                    '-O', 'raw',
                    temp_dest,
                    dest,
                ],
            )

            os.unlink(temp_dest)

            self._init_users(temp_ver)


[docs]    def _init_users(self, temp_ver):
        with open('%s.users' % self.get_path(temp_ver), 'w') as f:
            utils.json_dump(
                {
                    'users': {},
                    'last_access': int(time.time()),
                },
                f,
            )


[docs]    def get_stored_metadata(self, temp_ver):
        with open(self._prefixed('%s.metadata' % temp_ver.name)) as f:
            return json.load(f)


[docs]    def get_stored_hash(self, temp_ver):
        with open(self._prefixed('%s.hash' % temp_ver.name)) as f:
            return f.read().strip()


[docs]    def mark_used(self, temp_ver, key_path):
        dest = self.get_path(temp_ver)

        with lockfile.LockFile(dest):
            with open('%s.users' % dest) as f:
                users = json.load(f)

            updated_users = {}
            for path, key in users['users'].items():
                try:
                    with open(path) as f:
                        if key == f.read():
                            updated_users[path] = key
                except OSError:
                    pass
                except IOError:
                    pass

            with open(key_path) as f:
                updated_users[key_path] = f.read()
            users['users'] = updated_users
            users['last_access'] = int(time.time())
            with open('%s.users' % dest, 'w') as f:
                utils.json_dump(users, f)
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  Source code for lago

#
# Copyright 2014 Red Hat, Inc.
#
# This program is free software; you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation; either version 2 of the License, or
# (at your option) any later version.
#
# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with this program; if not, write to the Free Software
# Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA  02110-1301 USA
#
# Refer to the README and COPYING files for full details of the license
#
import copy
import json
import logging
import os
import shutil
import uuid

import paths
import subnet_lease
import utils
import virt


[docs]def _create_ip(subnet, index):
    return '.'.join(subnet.split('.')[:3] + [str(index)])



[docs]def _ip_in_subnet(subnet, ip):
    return (
        _create_ip(subnet, 1) == _create_ip(ip, 1)
        or
        '0.0.0.1' == _create_ip(ip, 1)
    )



[docs]class Prefix(object):
    def __init__(self, prefix):
        self._prefix = prefix
        self._paths = self._create_paths()
        self._virt_env = None
        self._metadata = None

[docs]    def _create_paths(self):
        return paths.Paths(self._prefix)


[docs]    def _get_metadata(self):
        if self._metadata is None:
            try:
                with open(self.paths.metadata()) as f:
                    self._metadata = json.load(f)
            except IOError:
                self._metadata = {}
        return self._metadata


[docs]    def _save_metadata(self):
        with open(self.paths.metadata(), 'w') as f:
            utils.json_dump(self._get_metadata(), f)


[docs]    def save(self):
        self._save_metadata()
        self.virt_env.save()


    @property
    def paths(self):
        return self._paths

[docs]    def _create_ssh_keys(self):
        ret, _, _ = utils.run_command(
            [
                'ssh-keygen',
                '-t', 'rsa',
                '-N', '',
                '-f', self.paths.ssh_id_rsa(),
            ]
        )
        if ret != 0:
            raise RuntimeError(
                'Failed to crate ssh keys at %s',
                self.paths.ssh_id_rsa(),
            )


[docs]    def initialize(self):
        prefix = self.paths.prefix()
        with utils.RollbackContext() as rollback:
            try:
                os.mkdir(prefix)
            except OSError:
                raise RuntimeError('Could not create prefix at %s' % prefix)
            rollback.prependDefer(shutil.rmtree, prefix)

            with open(self.paths.uuid(), 'w') as f:
                f.write(uuid.uuid1().hex)

            with open(self.paths.prefix_lagofile(), 'w') as f:
                f.write('')

            self._create_ssh_keys()
            rollback.clear()


[docs]    def cleanup(self):
        logging.info("Cleaning up prefix")
        self.stop()
        logging.info("Tagging prefix as uninitialized")
        os.unlink(self.paths.prefix_lagofile())
        logging.info("Done")


[docs]    def _init_net_specs(self, conf):
        for net_name, net_spec in conf.get('nets', {}).items():
            net_spec['name'] = net_name
            net_spec['mapping'] = {}
            net_spec.setdefault('type', 'nat')


[docs]    def _check_predefined_subnets(self, conf):
        for net_name, net_spec in conf.get('nets', {}).items():
            subnet = net_spec.get('gw')
            if subnet is None:
                continue

            if subnet_lease.is_leasable_subnet(subnet):
                raise RuntimeError(
                    '%s subnet can only be dynamically allocated' % (subnet)
                )


[docs]    def _allocate_subnets(self, conf):
        allocated_subnets = []
        try:
            for net_name, net_spec in conf.get('nets', {}).items():
                if 'gw' in net_spec or net_spec['type'] != 'nat':
                    continue
                net_spec['gw'] = subnet_lease.acquire(self.paths.uuid())
                allocated_subnets.append(net_spec['gw'])
        except:
            for subnet in allocated_subnets:
                subnet_lease.release(subnet)

        return allocated_subnets


[docs]    def _add_nic_to_mapping(self, net, dom, nic):
        dom_name = dom['name']
        idx = dom['nics'].index(nic)
        name = idx == 0 and dom_name or '%s-eth%d' % (dom_name, idx)
        net['mapping'][name] = nic['ip']


[docs]    def _register_preallocated_ips(self, conf):
        for dom_name, dom_spec in conf.get('domains', {}).items():
            for idx, nic in enumerate(dom_spec.get('nics', [])):
                if 'ip' not in nic:
                    continue

                net = conf['nets'][nic['net']]
                if subnet_lease.is_leasable_subnet(net['gw']):
                    nic['ip'] = _create_ip(
                        net['gw'],
                        int(nic['ip'].split('.')[-1])
                    )

                dom_name = dom_spec['name']
                if not _ip_in_subnet(net['gw'], nic['ip']):
                    raise RuntimeError(
                        "%s:nic%d's IP [%s] is outside the subnet [%s]",
                        dom_name,
                        dom_spec['nics'].index(nic),
                        nic['ip'],
                        net['gw'],
                    )

                if nic['ip'] in net['mapping'].values():
                    conflict_list = [
                        name for name, ip in net['mapping'].items()
                        if ip == net['ip']
                    ]
                    raise RuntimeError(
                        'IP %s was to several domains: %s %s' % (
                            nic['ip'],
                            dom_name,
                            ' '.join(conflict_list),
                        ),
                    )

                self._add_nic_to_mapping(net, dom_spec, nic)


[docs]    def _allocate_ips_to_nics(self, conf):
        for dom_name, dom_spec in conf.get('domains', {}).items():
            for idx, nic in enumerate(dom_spec.get('nics', [])):
                if 'ip' in nic:
                    continue

                net = conf['nets'][nic['net']]
                if net['type'] != 'nat':
                    continue

                allocated = net['mapping'].values()
                vacant = _create_ip(
                    net['gw'],
                    set(range(2, 255)).difference(
                        set(
                            [
                                int(ip.split('.')[-1]) for ip in allocated
                            ]
                        )
                    ).pop()
                )
                nic['ip'] = vacant
                self._add_nic_to_mapping(net, dom_spec, nic)


[docs]    def _config_net_topology(self, conf):
        self._init_net_specs(conf)
        self._check_predefined_subnets(conf)
        allocated_subnets = self._allocate_subnets(conf)
        try:
            self._register_preallocated_ips(conf)
            self._allocate_ips_to_nics(conf)
        except:
            for subnet in allocated_subnets:
                subnet_lease.release(subnet)
            raise


[docs]    def _create_disk(
        self,
        name,
        spec,
        template_repo=None,
        template_store=None,
    ):
        logging.debug("Creating disk for '%s': %s", name, spec)
        disk_metadata = {}

        disk_filename = '%s_%s.%s' % (name, spec['name'], spec['format'])
        disk_path = self.paths.images(disk_filename)
        if spec['type'] == 'template':
            if template_store is None or template_repo is None:
                raise RuntimeError('No templates directory provided')

            template = template_repo.get_by_name(spec['template_name'])
            template_version = template.get_version(
                spec.get('template_version', None)
            )

            if template_version not in template_store:
                logging.debug(
                    " Template %s not in cache, downloading",
                    template_version,
                )
                template_store.download(template_version)
            template_store.mark_used(template_version, self.paths.uuid())

            disk_metadata.update(
                template_store.get_stored_metadata(
                    template_version,
                ),
            )

            base = template_store.get_path(template_version)
            qemu_img_cmd = ['qemu-img', 'create', '-f', 'qcow2',
                            '-b', base, disk_path]

            try:
                template_hash = template_store.get_stored_hash(
                    template_version
                )
            except:
                template_hash = '<unversioned>'

            logging.info(
                'Creating disk %s:%s from template image %s, versioned as %s',
                name,
                spec['name'],
                spec['template_name'],
                template_hash,
            )
        elif spec['type'] == 'empty':
            qemu_img_cmd = ['qemu-img', 'create', '-f', spec['format'],
                            disk_path, spec['size']]
        elif spec['type'] == 'file':
            # If we're using raw file, just return it's path
            return spec['path'], disk_metadata
        else:
            raise RuntimeError('Unknown drive spec %s' % str(spec))

        if os.path.exists(disk_path):
            os.unlink(disk_path)

        logging.debug('Running command: %s', ' '.join(qemu_img_cmd))
        ret, _, _ = utils.run_command(qemu_img_cmd)
        if ret != 0:
            raise RuntimeError(
                'Failed to create image, qemu-img returned %d' % ret,
            )
        # To avoid losing access to the file
        os.chmod(disk_path, 0666)

        logging.info('Successfully created disk at %s', disk_path)
        return disk_path, disk_metadata


[docs]    def _use_prototype(
        self,
        spec,
        conf
    ):
        prototype = conf['prototypes'][spec['based-on']]
        del spec['based-on']
        for attr in prototype:
            if attr not in spec:
                spec[attr] = copy.deepcopy(prototype[attr])
        return spec


[docs]    def virt_conf(
        self,
        conf,
        template_repo=None,
        template_store=None,
    ):
        with utils.RollbackContext() as rollback:
            if not os.path.exists(self.paths.images()):
                os.mkdir(self.paths.images())
                rollback.prependDefer(os.unlink, self.paths.images())

            if not os.path.exists(self.paths.virt()):
                os.mkdir(self.paths.virt())
                rollback.prependDefer(os.unlink, self.paths.virt())

            for name, spec in conf['domains'].items():
                if 'based-on' in spec:
                    spec = self._use_prototype(spec, conf)
                new_disks = []
                spec['name'] = name
                for disk in spec['disks']:
                    path, metadata = self._create_disk(
                        name,
                        disk,
                        template_repo,
                        template_store,
                    )
                    new_disks.append(
                        {
                            'path': path,
                            'dev': disk['dev'],
                            'format': disk['format'],
                            'metadata': metadata,
                        },
                    )
                conf['domains'][name]['disks'] = new_disks

            self._config_net_topology(conf)

            env = virt.VirtEnv(self, conf['domains'], conf['nets'])
            env.save()
            env.bootstrap()
            rollback.clear()


[docs]    def start(self):
        self.virt_env.start()


[docs]    def stop(self):
        self.virt_env.stop()


[docs]    def create_snapshots(self, name):
        self.virt_env.create_snapshots(name)


[docs]    def revert_snapshots(self, name):
        self.virt_env.revert_snapshots(name)


[docs]    def _create_virt_env(self):
        return virt.VirtEnv.from_prefix(self)


    @property
    def virt_env(self):
        if self._virt_env is None:
            self._virt_env = self._create_virt_env()
        return self._virt_env
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Getting started


Hello, this describes how to get started with Lago.



Installation


In order to install the framework, you’ll need to build RPMs or acquire them
from a repository.


Latest lago RPMs are built by jenkin job and you can find them here:
http://jenkins.ovirt.org/job/lago_master_build-artifacts-$DIST-x86_64


Where $DIST is either el7, fc21, fc22 or fc23 (this list might be outdated,
take a look at the repo te see the supported distros)


Or you can use the yum repo (it’s updated often right now, and a buit
unstable), you can add it as a repository creating a file under
/etc/yum.repos.d/lago.repo with the following content:


For Fedora:


[lago]
baseurl=http://resources.ovirt.org/repos/lago/rpm/fc$releasever
name=Lago
enabled=1
gpgcheck=0



For CentOS:


[lago]
baseurl=http://resources.ovirt.org/repos/lago/rpm/el$releasever
name=Lago
enabled=1
gpgcheck=0



TODO: point to the release rpm once it’s implemented, and use gpgcheck=1


Once you have them, install the following packages:


$ yum install python-lago lago python-lago-ovirt lago-ovirt



This will install all the needed packages.


TODO:explain each package contents and goals





Machine set-up



Virtualization and nested virtualization support



		Make sure that virtualization extension is enabled on the CPU, otherwise,
you might need to enable it in the BIOS. Generally, if virtualization extension
is disabled, dmesg log would contain a line similar to:


kvm: disabled by BIOS






		To make sure that nested virtualization is enabled, run:


$ cat /sys/module/kvm_intel/parameters/nested



This command should print Y if nested virtualization is enabled, otherwise,
enable it the following way:



		Edit /etc/modprobe.d/kvm-intel.conf and add the following line:


options kvm-intel nested=y






		Reboot, and make sure nested virtualization is enabled.

















libvirt


Make sure libvirt is configured to run:


$ systemctl enable libvirtd
$ systemctl start libvirtd






SELinux


At the moment, this framework might encounter problems running while SELinux
policy is enforced.


To disable SELinux on the running system, run:


$ setenforce 0



To disable SELinux from start-up, edit /etc/selinux/config and set:


SELINUX=permissive








User setup


Running a testing framework environment requires certain permissions, so the
user running it should be part of certain groups:


Add yourself to lago, mock and qemu groups:


$ usermod -a -G lago USERNAME
$ usermod -a -G mock USERNAME
$ usermod -a -G qemu USERNAME



It is also advised to add qemu user to your group (to be able to store VM files
in home directory):


$ usermod -a -G USERNAME qemu



For the group changes to take place, you’ll need to re-login to the shell.
Make sure running id returns all the aforementioned groups.


Make sure that the qemu user has execution rights to the dir where you will be
creating the prefixes, you can try it out with:


$ sudo -u qemu ls /path/to/the/destination/dir



If it can’t access it, make sure that all the dirs in the path have your user
or qemu groups and execution rights for the group, or execution rights for
other (higly recommended to use the group instead, if the dir did not have
execuiton rights for others already)


And, just to be sure, let’s refresh libvirtd service to ensure that it
refreshes it’s permissions and picks up any newly created users:


$ sudo service libvirtd restart






Preparing the workspace


Create a directory where you’ll be working, make sure qemu user can access it.


We will be using the example configurations of lago, for a custom setup you
might want to create your own.





Running the testing framework


This tests require that you have at least 36GB of free space under the
/var/lib/lago directory and an extra 200MB wherever you are running them


As an example, we will use the basic suite of the ovirt tests, so we have to
download them, you can run the following to get a copy of the repository:


$ git clone git://gerrit.ovirt.org/ovirt-system-tests



As the tests that we are going to run are for ovirt-engine 3.5, we have to add
the oVirt 3.5 release repository to our system so it will pull in the sdk
package, the following works for any centos/fedora distro:


$ yum install -y http://resources.ovirt.org/pub/yum-repo/ovirt-release35.rpm



Once you have the code and the repo, you can run the run_suite.sh script to
run any of the suites available (right now, only 3.5 and 3.6 basic_suites are
fully working):


$ cd ovirt-system-tests
$ ./run_suite.sh basic_suite_3.5



NOTE: this will download a lot of vm images the first time it runs, check
the section “template-repo.json: Sources for templates”
on how to use local mirrors if available.


Remember that you don’t need root access to run it, if you have permission
issues, make sure you followed the guidelines in the section
“user setup” above


This will take a while, as first time execution downloads a lot of stuff,
like downloading OS templates, where each one takes at least 1G of data.
If you are still worried that its stuck, please refer to the FAQ
to see if the issue you’re seeing is documented.


Once it is done, you will get the results in the directory
deployment-basic_suite_3.5, that will include an initialized prefix with a
3.5 engine vm with all the hosts and storages added.


To access it, log in to the web-ui at



		URL: https://192.168.200.2/


		Username: admin@internal


		Password: 123





If you’re running the framework on a remote machine, you can tunnel a local
port directly to the destination machine:


$ ssh -L 8443:192.168.200.2:443 remote-user@remote-ip
         ---- =================             ~~~~~~~~~
         (*)   (**)                         (***)

(*)   - The port on localhost that the tunnel will be available at.
(**)  - The destination where the remote machine will connect when local machine
        connects to the local end of the tunnel.
(***) - Remote machine through which we'll connect to the remote end of the
        tunnel.



After creating the tunnel, web-ui will be available at https://localhost:8443/





Poke around in the env


You can now open a shell to any of the vms, start/stop them all, etc.


$ cd deployment-basic_suite_3.5
$ lagocli shell engine
[root@engine ~]# exit

$ lagocli stop
2015-11-03 12:11:52,746 - root - INFO - Destroying VM engine
2015-11-03 12:11:52,957 - root - INFO - Destroying VM storage-iscsi
2015-11-03 12:11:53,167 - root - INFO - Destroying VM storage-nfs
2015-11-03 12:11:53,376 - root - INFO - Destroying VM host3
2015-11-03 12:11:53,585 - root - INFO - Destroying VM host2
2015-11-03 12:11:53,793 - root - INFO - Destroying VM host1
2015-11-03 12:11:54,002 - root - INFO - Destroying VM host0
2015-11-03 12:11:54,210 - root - INFO - Destroying network lago

$ lagocli start
2015-11-03 12:11:46,377 - root - INFO - Creating network lago
2015-11-03 12:11:46,712 - root - INFO - Starting VM engine
2015-11-03 12:11:47,261 - root - INFO - Starting VM storage-iscsi
2015-11-03 12:11:47,726 - root - INFO - Starting VM storage-nfs
2015-11-03 12:11:48,115 - root - INFO - Starting VM host3
2015-11-03 12:11:48,573 - root - INFO - Starting VM host2
2015-11-03 12:11:48,937 - root - INFO - Starting VM host1
2015-11-03 12:11:49,296 - root - INFO - Starting VM host0






Cleanup


Once you’re done with the environment, run


$ cd deployment-basic_suite_3.5
$ lagocli cleanup



That will stop any running vms and remove the lago metadata in the prefix, it
will not remove any other files (like disk images) or anything though, so you
can play with them for further investigation if needed, but once executed, it’s
safe to fully remove the prefix dir if you want to.





Step by step now


As the above script has become a bit complicated, and it’s not (yet) part of
lago itself, this section will do the same as the script, but step by step with
lago only command to give you a better idea of what you have to do in a ususal
project.


So, let’s get back to the root of the ovirt-system-tests repo, and cd into the
basic_suite_3.5 dir:


cd ovirt-system-tests/basic_suite_3.5



Let’s take a look to what is in there:


$ tree
.
├── control.sh
├── deploy-scripts
│   ├── add_local_repo.sh
│   ├── bz_1195882_libvirt_workaround.sh
│   ├── setup_container_host.sh
│   ├── setup_engine.sh
│   ├── setup_host.sh
│   ├── setup_storage_iscsi.sh
│   └── setup_storage_nfs.sh
├── engine-answer-file.conf
├── init.json.in
├── reposync-config.repo
├── template-repo.json
└── test-scenarios
    ├── 001_initialize_engine.py
    ├── 002_bootstrap.py
    ├── 003_create_clean_snapshot.py
    └── 004_basic_sanity.py



We can ignore the control.sh script, as it’s used by the run_suite.sh and
we don’t care about that in this readme.



init.json.in: The heart of lago, virt configurations


This init.json.in file, is where we will describe all the virtual elements of
our test environment, usually, vms and networks.


In this case, as the file is shared between suites, it’s actually a template
and we will have to change the @SUITE@ string inside it by the path to the
current suite:


$ suite_path=$PWD
$ sed -e "s/@SUITE@/$suite_path/g" init.json.in > init.json



Now we have a full init.json file :), but we have to talk about another file
before being able to create the prefix:





template-repo.json: Sources for templates


This file contains information about the available disk templates and
repositiories to get them from, we can use it as it is, but if you are in Red
Hat office in Israel, you might want to use the redhat internal mirrors there,
for that use the common/template-repos/office.json file instead, see next for
the full command line.


NOTE: You can use any other template repo if you specify your own json file
there


TODO: document the repo store json file format





Initializing the prefix


Now we have seen all the files needed to initialize our test prefix (aka, the
directory that will contain our env). To do so we have to run this:


$ lagocli init \
     --template-repo-path=template-repo.json \
     deployment-basic_suite_3.5 \
     init.json



Remember that if you are in the Red Hat office, you might want to use the repo
mirror that’s hosted there, if so, run this command instead:


$ lagocli init \
     --template-repo-path=common/template-repos/office.json \
     deployment-basic_suite_3.5 \
     init.json



This will create the deployment-basic_suite_3.5 directory and populate it
with all the disks defined in the init.json file, and some other info
(network info, uuid... not relevant now).


This will take a while the first time, but the next time it will use locally
cached images and will take only a few seconds!



If you are using run_suite.sh


To use an alternate repository template file when running run_suite.sh,
you’ll have to edit it for now, search for the init command invocation and
modify it there, at the time of writing this, if you want to use the Red Hat
Israel office mirror, you have to change this:


38 env_init () {
39     $CLI init \
40         $PREFIX \
41         $SUITE/init.json \
42         --template-repo-path $SUITE/template-repo.json
43 }



by:


env_init () {
    $CLI init \
        $PREFIX \
        $SUITE/init.json \
        --template-repo-path common/template-repos/office.json
}








reposync-config.repo: yum repositories to make available to the vms


This file contains a valid yum repos definition, it’s the list of all the yum
repos that will be enabled on the vms to pull from. If you want to use any
custom repos just add the yum repo entry of your choice there and it will be
make accessible to the vms.


The internal reposirtory is built from one or several ‘sources’, there are 2
types of sources:



		External RPM repositories:


A yum .repo file can be passed to the verb, and all the included
repositories will be downloaded using ‘reposync’ and added to the internal
repo.





		RPMs build from sources:


At the moment of writing, this utility knows to build 3 projects from
source:



		ovirt-engine


		vdsm


		vdsm-jsonrpc-java





All the builds are launched inside mock so mock permissions are required
if anything is to be built from source. That way host distro does not have
to match the distro of the VMs. RPMs build from source take precedence
over ones synced from external repos.








This is used by the ovirt reposetup verb. To prefetch and generate the local
repo, we have to run it:


$ lagocli ovirt reposetup --reposync-yum-config="reposync-config.repo"



This might take a while the first time too, as it has to fetch a few rpms from
a few repos, next time it will also use a chache to speed things up
considerably.


NOTE: From now on, all the lagocli command will be run inside the
prefix, so cd to it:


$ cd deployment-basic_suite_3.5






Bring up the virtual resources


We are ready to start powering up vms!


# make sure you are in the prefix
$ pwd
    /path/to/ovirt-system-tests/deployment-basic_suite_3.5

$ lagocli start



This starts all resources (VMs, bridges), at any time, you can use the stop
verb to stop all active resources.





Run oVirt initial setup scripts


Once all of our vms and network are up and running, we have to run any setup
scripts that will configure oVirt in the machines, as we already described in
the init.json what scripts should be executed, the only thing left is to
trigger it:


$ lagocli ovirt deploy



This should be relatively fast, around a minute or two, for everything to get
installed and configured





Running the tests


Okok, so now we have our evironment ready for the tests!! \o/


Lets get it on, remember that they should be executed in order:


$ lagocli ovirt runtest 001_initialize_engine.py
...
$ lagocli ovirt runtest 002_bootstrap.py
...
$ lagocli ovirt runtest 003_create_clean_snapshot.py
...
$ lagocli ovirt runtest 004_basic_sanity.py
...



This tests run a simple test suite on the environment:



		Create a new DC and cluster


		Deploy all the hosts


		Add storage domains


		Import templates





The tests are written in python and interact with the environment using the
python SDK.





Collect the logs


So now we want to collect all the logs from the vms, to troubleshoot and debug
if needed (or just to see if they show what we expect). To do so, you can just:


$ lagocli ovirt collect \
    --output "test_logs"



We can run that command anytime, you can run it in between the tests also,
specifying different output directories if you want to see the logs during the
process or compare later with the logs once the tests finish.


You can see all the logs now in the dir we specified:


$ tree test_logs
test_logs/
 ├── engine
 │   └── _var_log_ovirt-engine
 │       ├── boot.log
 │       ├── console.log
 │       ├── dump
 │       ├── engine.log
 │       ├── host-deploy
 │       ├── notifier
 │       ├── ovirt-image-uploader
 │       ├── ovirt-iso-uploader
 │       ├── server.log
 │       └── setup
 │           └── ovirt-engine-setup-20151029122052-7g9q2k.log
 ├── host0
 │   └── _var_log_vdsm
 │       ├── backup
 │       ├── connectivity.log
 │       ├── mom.log
 │       ├── supervdsm.log
 │       ├── upgrade.log
 │       └── vdsm.log
 ├── host1
 │   └── _var_log_vdsm
 │       ├── backup
 │       ├── connectivity.log
 │       ├── mom.log
 │       ├── supervdsm.log
 │       ├── upgrade.log
 │       └── vdsm.log
 ├── host2
 │   └── _var_log_vdsm
 │       ├── backup
 │       ├── connectivity.log
 │       ├── mom.log
 │       ├── supervdsm.log
 │       ├── upgrade.log
 │       └── vdsm.log
 ├── host3
 │   └── _var_log_vdsm
 │       ├── backup
 │       ├── connectivity.log
 │       ├── mom.log
 │       ├── supervdsm.log
 │       ├── upgrade.log
 │       └── vdsm.log
 ├── storage-iscsi
 └── storage-nfs






Cleaning up


As before, once you have finished playing with the prefix, you will want to
clean it up (remember to play around!), to do so just:


$ lagocli cleanup






FAQ



		How do I know if the run_suite.sh is stuck or still running?


Sometimes the script is downloading very big files which might
Seem to someone as the script is stuck.
One hacky way of making sure the script is still working is
to check the size and content of the store dir








$ ls -la /var/lib/lago/store



This will show any templates being downloaded and file size
changes.
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  Source code for lago.virt

#
# Copyright 2014 Red Hat, Inc.
#
# This program is free software; you can redistribute it and/or modify
# it under the terms of the GNU General Public License as published by
# the Free Software Foundation; either version 2 of the License, or
# (at your option) any later version.
#
# This program is distributed in the hope that it will be useful,
# but WITHOUT ANY WARRANTY; without even the implied warranty of
# MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
# GNU General Public License for more details.
#
# You should have received a copy of the GNU General Public License
# along with this program; if not, write to the Free Software
# Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA  02110-1301 USA
#
# Refer to the README and COPYING files for full details of the license
#
import collections
import contextlib
import functools
import json
import logging
import os
import pwd
import socket
import time
import uuid

import guestfs
import libvirt
import lxml.etree
import paramiko

import config
import brctl
import utils
import sysprep


[docs]def _gen_ssh_command_id():
    return uuid.uuid1().hex[:8]



[docs]def _ip_to_mac(ip):
    # Mac addrs of domains are 54:52:xx:xx:xx:xx where the last 4 octets are
    # the hex repr of the IP address)
    mac_addr_pieces = [0x54, 0x52] + [int(y) for y in ip.split('.')]
    return ':'.join([('%02x' % x) for x in mac_addr_pieces])



[docs]def _guestfs_copy_path(g, guest_path, host_path):
    if g.is_file(guest_path):
        with open(host_path, 'w') as f:
            f.write(g.read_file(guest_path))
    elif g.is_dir(guest_path):
        os.mkdir(host_path)
        for path in g.ls(guest_path):
            _guestfs_copy_path(
                g,
                os.path.join(
                    guest_path,
                    path,
                ),
                os.path.join(
                    host_path,
                    os.path.basename(path)
                ),
            )



[docs]def _path_to_xml(basename):
    return os.path.join(
        os.path.dirname(__file__),
        basename,
    )



[docs]class VirtEnv(object):

    '''Env properties:
    * prefix
    * vms
    * net

    * libvirt_con
    '''

    def __init__(self, prefix, vm_specs, net_specs):
        self.prefix = prefix

        with open(self.prefix.paths.uuid(), 'r') as f:
            self._uuid = f.read().strip()

        self._nets = {}
        for name, spec in net_specs.items():
            self._nets[name] = self._create_net(spec)

        self._vms = {}
        for name, spec in vm_specs.items():
            self._vms[name] = self._create_vm(spec)

        self._libvirt_con = None

[docs]    def _create_net(self, net_spec):
        if net_spec['type'] == 'nat':
            cls = NATNetwork
        elif net_spec['type'] == 'bridge':
            cls = BridgeNetwork
        return cls(self, net_spec)


[docs]    def _create_vm(self, vm_spec):
        return VM(self, vm_spec)


[docs]    def prefixed_name(self, unprefixed_name):
        return '%s-%s' % (self._uuid[:8], unprefixed_name)


[docs]    def virt_path(self, *args):
        return self.prefix.paths.virt(*args)


[docs]    def bootstrap(self):
        utils.invoke_in_parallel(lambda vm: vm.bootstrap(), self._vms.values())


    @property
    def libvirt_con(self):
        if self._libvirt_con is None:
            self._libvirt_con = libvirt.open('qemu:///system')
        return self._libvirt_con

[docs]    def start(self):
        with utils.RollbackContext() as rollback:
            for net in self._nets.values():
                net.start()
                rollback.prependDefer(net.stop)

            for vm in self._vms.values():
                vm.start()
                rollback.prependDefer(vm.stop)
            rollback.clear()


[docs]    def stop(self):
        logging.info("Stopping prefix")
        for vm in self._vms.values():
            vm.stop()
        for net in self._nets.values():
            net.stop()


[docs]    def get_nets(self):
        return self._nets.copy()


[docs]    def get_net(self, name=None):
        if name:
            return self.get_nets().get(name)
        else:
            return [
                net
                for net in self.get_nets().values()
                if net.is_management()
            ].pop()


[docs]    def get_vms(self):
        return self._vms.copy()


[docs]    def get_vm(self, name):
        return self._vms[name]


    @classmethod
[docs]    def from_prefix(cls, prefix):
        virt_path = lambda name: \
            os.path.join(prefix.paths.prefix(), 'virt', name)
        with open(virt_path('env'), 'r') as f:
            env_dom = json.load(f)

        net_specs = {}
        for name in env_dom['nets']:
            with open(virt_path('net-%s' % name), 'r') as f:
                net_specs[name] = json.load(f)

        vm_specs = {}
        for name in env_dom['vms']:
            with open(virt_path('vm-%s' % name), 'r') as f:
                vm_specs[name] = json.load(f)

        return cls(prefix, vm_specs, net_specs)


[docs]    def save(self):
        for net in self._nets.values():
            net.save()
        for vm in self._vms.values():
            vm.save()

        spec = {
            'nets': self._nets.keys(),
            'vms': self._vms.keys(),
        }

        with open(self.virt_path('env'), 'w') as f:
            utils.json_dump(spec, f)


[docs]    def create_snapshots(self, name):
        utils.invoke_in_parallel(
            lambda vm: vm.create_snapshot(name),
            self._vms.values(),
        )


[docs]    def revert_snapshots(self, name):
        utils.invoke_in_parallel(
            lambda vm: vm.revert_snapshot(name),
            self._vms.values(),
        )




[docs]class Network(object):

    def __init__(self, env, spec):
        self._env = env
        self._spec = spec

[docs]    def name(self):
        return self._spec['name']


[docs]    def gw(self):
        return self._spec.get('gw')


[docs]    def is_management(self):
        return self._spec.get('management', False)


[docs]    def add_mappings(self, mappings):
        for name, ip, mac in mappings:
            self.add_mapping(name, ip, save=False)
        self.save()


[docs]    def add_mapping(self, name, ip, save=True):
        self._spec['mapping'][name] = ip
        if save:
            self.save()


[docs]    def resolve(self, name):
        return self._spec['mapping'][name]


[docs]    def _libvirt_name(self):
        return self._env.prefixed_name(self.name())


[docs]    def alive(self):
        net_names = [
            net.name()
            for net in self._env.libvirt_con.listAllNetworks()
        ]
        return self._libvirt_name() in net_names


[docs]    def start(self):
        if not self.alive():
            logging.info('Creating network %s', self.name())
            self._env.libvirt_con.networkCreateXML(self._libvirt_xml())


[docs]    def stop(self):
        if self.alive():
            logging.info('Destroying network %s', self.name())
            self._env.libvirt_con.networkLookupByName(
                self._libvirt_name(),
            ).destroy()


[docs]    def save(self):
        with open(self._env.virt_path('net-%s' % self.name()), 'w') as f:
            utils.json_dump(self._spec, f)




[docs]class NATNetwork(Network):
[docs]    def _libvirt_xml(self):
        with open(_path_to_xml('net_nat_template.xml')) as f:
            net_raw_xml = f.read()

        replacements = {
            '@NAME@': self._libvirt_name(),
            '@BR_NAME@': ('%s-nic' % self._libvirt_name())[:12],
            '@GW_ADDR@': self.gw(),
        }
        for k, v in replacements.items():
            net_raw_xml = net_raw_xml.replace(k, v, 1)

        net_xml = lxml.etree.fromstring(net_raw_xml)
        if 'dhcp' in self._spec:
            ip = net_xml.xpath('/network/ip')[0]

            def make_ip(last):
                return '.'.join(
                    self.gw().split('.')[:-1] + [str(last)]
                )

            dhcp = lxml.etree.Element('dhcp')
            ip.append(dhcp)

            dhcp.append(
                lxml.etree.Element(
                    'range',
                    start=make_ip(self._spec['dhcp']['start']),
                    end=make_ip(self._spec['dhcp']['end']),
                )
            )

            if self.is_management():
                for hostname, ip in self._spec['mapping'].items():
                    dhcp.append(
                        lxml.etree.Element(
                            'host',
                            mac=_ip_to_mac(ip),
                            ip=ip,
                            name=hostname
                        )
                    )
        return lxml.etree.tostring(net_xml)




[docs]class BridgeNetwork(Network):
[docs]    def _libvirt_xml(self):
        with open(_path_to_xml('net_br_template.xml')) as f:
            net_raw_xml = f.read()

        replacements = {
            '@NAME@': self._libvirt_name(),
            '@BR_NAME@': self._libvirt_name(),
        }
        for k, v in replacements.items():
            net_raw_xml = net_raw_xml.replace(k, v, 1)

        return net_raw_xml


[docs]    def start(self):
        brctl.create(self._libvirt_name())
        try:
            super(BridgeNetwork, self).start()
        except:
            brctl.destroy(self._libvirt_name())


[docs]    def stop(self):
        super(BridgeNetwork, self).stop()
        if brctl.exists(self._libvirt_name()):
            brctl.destroy(self._libvirt_name())




[docs]class ServiceState:
    MISSING = 0
    INACTIVE = 1
    ACTIVE = 2



[docs]class _Service:

    def __init__(self, vm, name):
        self._vm = vm
        self._name = name

[docs]    def exists(self):
        return self.state() != ServiceState.MISSING


[docs]    def alive(self):
        return self.state() == ServiceState.ACTIVE


[docs]    def start(self):
        state = self.state()
        if state == ServiceState.MISSING:
            raise RuntimeError('Service %s not present' % self._name)
        elif state == ServiceState.ACTIVE:
            return

        if self._request_start():
            raise RuntimeError('Failed to start service')


[docs]    def stop(self):
        state = self.state()
        if state == ServiceState.MISSING:
            raise RuntimeError('Service %s not present' % self._name)
        elif state == ServiceState.INACTIVE:
            return

        if self._request_stop():
            raise RuntimeError('Failed to stop service')


    @classmethod
[docs]    def is_supported(cls, vm):
        return vm.ssh(['test', '-e', cls.BIN_PATH]).code == 0




[docs]class _SystemdService(_Service):
    BIN_PATH = '/usr/bin/systemctl'

[docs]    def _request_start(self):
        return self._vm.ssh([self.BIN_PATH, 'start', self._name])


[docs]    def _request_stop(self):
        return self._vm.ssh([self.BIN_PATH, 'stop', self._name])


[docs]    def state(self):
        ret = self._vm.ssh([self.BIN_PATH, 'status', self._name])
        if not ret:
            return ServiceState.ACTIVE

        lines = [l.strip() for l in ret.out.split('\n')]
        loaded = [l for l in lines if l.startswith('Loaded:')].pop()

        if loaded.split()[1] == 'loaded':
            return ServiceState.INACTIVE

        return ServiceState.MISSING




[docs]class _SysVInitService(_Service):
    BIN_PATH = '/sbin/service'

[docs]    def _request_start(self):
        return self._vm.ssh([self.BIN_PATH, self._name, 'start'])


[docs]    def _request_stop(self):
        return self._vm.ssh([self.BIN_PATH, self._name, 'stop'])


[docs]    def state(self):
        ret = self._vm.ssh([self.BIN_PATH, self._name, 'status'])

        if ret.code == 0:
            return ServiceState.ACTIVE

        if ret.out.strip().endswith('is stopped'):
            return ServiceState.INACTIVE

        return ServiceState.MISSING




[docs]class _SystemdContainerService(_Service):
    BIN_PATH = '/usr/bin/docker'
    HOST_BIN_PATH = '/usr/bin/systemctl'

[docs]    def _request_start(self):
        ret = self._vm.ssh(
            [self.BIN_PATH, 'exec vdsmc systemctl start', self._name]
        )

        if ret.code == 0:
            return ret

        return self._vm.ssh([self.HOST_BIN_PATH, 'start', self._name])


[docs]    def _request_stop(self):
        ret = self._vm.ssh(
            [self.BIN_PATH, 'exec vdsmc systemctl stop', self._name]
        )

        if ret.code == 0:
            return ret

        return self._vm.ssh([self.HOST_BIN_PATH, 'stop', self._name])


[docs]    def state(self):
        ret = self._vm.ssh(
            [self.BIN_PATH, 'exec vdsmc systemctl status', self._name])
        if ret.code == 0:
            return ServiceState.ACTIVE

        lines = [l.strip() for l in ret.out.split('\n')]
        loaded = [l for l in lines if l.startswith('Loaded:')].pop()

        if loaded.split()[1] == 'loaded':
            return ServiceState.INACTIVE

        ret = self._vm.ssh([self.HOST_BIN_PATH, 'status', self._name])
        if ret.code == 0:
            return ServiceState.ACTIVE

        lines = [l.strip() for l in ret.out.split('\n')]
        loaded = [l for l in lines if l.startswith('Loaded:')].pop()

        if loaded.split()[1] == 'loaded':
            return ServiceState.INACTIVE

        return ServiceState.MISSING



_SERVICE_WRAPPERS = collections.OrderedDict()
_SERVICE_WRAPPERS['systemd_container'] = _SystemdContainerService
_SERVICE_WRAPPERS['systemd'] = _SystemdService
_SERVICE_WRAPPERS['sysvinit'] = _SysVInitService


[docs]class VM(object):

    '''VM properties:
    * name
    * cpus
    * memory
    * disks
    * metadata
    * network/mac addr
    '''

    def __init__(self, env, spec):
        self._env = env
        self._spec = self._normalize_spec(spec.copy())
        self._service_class = _SERVICE_WRAPPERS.get(
            self._spec.get('service_class', None),
            None,
        )
        self._ssh_client = None

[docs]    def virt_env(self):
        return self._env


    @classmethod
[docs]    def _normalize_spec(cls, spec):
        spec['snapshots'] = spec.get('snapshots', {})
        spec['metadata'] = spec.get('metadata', {})

        if 'root-password' not in spec:
            spec['root-password'] = config.get('default_root_password')

        return spec


[docs]    def _open_ssh_client(self):
        while self._ssh_client is None:
            try:
                client = paramiko.SSHClient()
                client.set_missing_host_key_policy(
                    paramiko.AutoAddPolicy(),
                )
                client.connect(
                    self.ip(),
                    username='root',
                    key_filename=self._env.prefix.paths.ssh_id_rsa(),
                    timeout=1,
                )
                return client
            except socket.error:
                pass
            except socket.timeout:
                pass


[docs]    def _check_alive(func):
        @functools.wraps(func)
        def wrapper(self, *args, **kwargs):
            if not self.alive():
                raise RuntimeError('VM is not running')
            return func(self, *args, **kwargs)
        return wrapper


    @_check_alive
[docs]    def _get_ssh_client(self):
        while True:
            try:
                client = paramiko.SSHClient()
                client.set_missing_host_key_policy(
                    paramiko.AutoAddPolicy(),
                )
                client.connect(
                    self.ip(),
                    username='root',
                    key_filename=self._env.prefix.paths.ssh_id_rsa(),
                    timeout=1,
                )
                return client
            except socket.error:
                pass
            except socket.timeout:
                pass


[docs]    def ssh(self, command, data=None, show_output=True):
        if not self.alive():
            raise RuntimeError('Attempt to ssh into offline host')

        client = self._get_ssh_client()
        transport = client.get_transport()
        channel = transport.open_session()

        joined_command = ' '.join(command)
        command_id = _gen_ssh_command_id()
        logging.debug(
            'Running %s on %s: %s%s',
            command_id,
            self.name(),
            joined_command,
            data is not None and (' < "%s"' % data) or '',
        )

        channel.exec_command(joined_command)
        if data is not None:
            channel.send(data)
        channel.shutdown_write()
        rc, out, err = utils.drain_ssh_channel(
            channel,
            **(show_output and {} or {'stdout': None, 'stderr': None})
        )

        channel.close()
        transport.close()
        client.close()

        logging.debug(
            'Command %s on %s returned with %d',
            command_id,
            self.name(),
            rc,
        )

        if out:
            logging.debug(
                'Command %s on %s output:\n %s',
                command_id,
                self.name(),
                out,
            )
        if err:
            logging.debug(
                'Command %s on %s  errors:\n %s',
                command_id,
                self.name(),
                err,
            )
        return utils.CommandStatus(rc, out, err)


[docs]    def wait_for_ssh(self, connect_retries=50):
        while connect_retries:
            ret, _, _ = self.ssh(['true'])
            if ret == 0:
                return
            connect_retries -= 1
            time.sleep(1)
        raise RuntimeError('Failed to connect to remote shell')


[docs]    def ssh_script(self, path, show_output=True):
        with open(path) as f:
            return self.ssh(
                ['bash', '-s'],
                data=f.read(),
                show_output=show_output
            )


    @contextlib.contextmanager
[docs]    def _sftp(self):
        client = self._get_ssh_client()
        sftp = client.open_sftp()
        try:
            yield sftp
        finally:
            sftp.close()
            client.close()


[docs]    def copy_to(self, local_path, remote_path):
        with self._sftp() as sftp:
            sftp.put(local_path, remote_path)


[docs]    def copy_from(self, remote_path, local_path):
        with self._sftp() as sftp:
            sftp.get(remote_path, local_path)


    @property
    def metadata(self):
        return self._spec['metadata'].copy()

[docs]    def name(self):
        return str(self._spec['name'])


[docs]    def iscsi_name(self):
        return 'iqn.2014-07.org.lago:%s' % self.name()


[docs]    def ip(self):
        return str(self._env.get_net().resolve(self.name()))


[docs]    def _libvirt_name(self):
        return self._env.prefixed_name(self.name())


[docs]    def _libvirt_xml(self):
        with open(_path_to_xml('dom_template.xml')) as f:
            dom_raw_xml = f.read()

        qemu_kvm_path = [
            path
            for path in [
                '/usr/libexec/qemu-kvm',
                '/usr/bin/qemu-kvm',
            ] if os.path.exists(path)
        ].pop()

        replacements = {
            '@NAME@': self._libvirt_name(),
            '@VCPU@': self._spec.get('vcpu', 4),
            '@CPU@': self._spec.get('cpu', 4),
            '@MEM_SIZE@': self._spec.get('memory', 16 * 1024),
            '@QEMU_KVM@': qemu_kvm_path,
        }

        for k, v in replacements.items():
            dom_raw_xml = dom_raw_xml.replace(k, str(v), 1)

        dom_xml = lxml.etree.fromstring(dom_raw_xml)
        devices = dom_xml.xpath('/domain/devices')[0]

        disk = devices.xpath('disk')[0]
        devices.remove(disk)

        for dev_spec in self._spec['disks']:
            disk = lxml.etree.Element(
                'disk',
                type='file',
                device='disk',
            )
            disk.append(
                lxml.etree.Element(
                    'driver',
                    name='qemu',
                    type=dev_spec['format'],
                ),
            )
            disk.append(
                lxml.etree.Element(
                    'source',
                    file=dev_spec['path'],
                ),
            )
            disk.append(
                lxml.etree.Element(
                    'target',
                    dev=dev_spec['dev'],
                    bus='virtio',
                ),
            )
            devices.append(disk)

        for dev_spec in self._spec['nics']:
            interface = lxml.etree.Element(
                'interface',
                type='network',
            )
            interface.append(
                lxml.etree.Element(
                    'source',
                    network=self._env.prefixed_name(dev_spec['net']),
                ),
            )
            interface.append(
                lxml.etree.Element(
                    'model',
                    type='virtio',
                ),
            )
            if 'ip' in dev_spec:
                interface.append(
                    lxml.etree.Element(
                        'mac',
                        address=_ip_to_mac(dev_spec['ip'])
                    ),
                )
            devices.append(interface)

        return lxml.etree.tostring(dom_xml)


[docs]    def start(self):
        if not self.alive():
            logging.info('Starting VM %s', self.name())
            self._env.libvirt_con.createXML(self._libvirt_xml())


[docs]    def stop(self):
        if self.alive():
            self._ssh_client = None
            logging.info('Destroying VM %s', self.name())
            self._env.libvirt_con.lookupByName(
                self._libvirt_name(),
            ).destroy()


[docs]    def alive(self):
        dom_names = [
            dom.name()
            for dom in self._env.libvirt_con.listAllDomains()
        ]
        return self._libvirt_name() in dom_names


[docs]    def create_snapshot(self, name):
        if self.alive():
            self._create_live_snapshot(name)
        else:
            self._create_dead_snapshot(name)

        self.save()


[docs]    def _create_dead_snapshot(self, name):
        raise RuntimeError('Dead snapshots are not implemented yet')


[docs]    def _create_live_snapshot(self, name):
        logging.info(
            'Creating live snapshot named %s for %s',
            name,
            self.name(),
        )

        self.wait_for_ssh()
        self.guest_agent().start()
        self.ssh('sync'.split(' '))

        dom = self._env.libvirt_con.lookupByName(self._libvirt_name())
        dom_xml = lxml.etree.fromstring(dom.XMLDesc())
        disks = dom_xml.xpath('devices/disk')

        with open(_path_to_xml('snapshot_template.xml')) as f:
            snapshot_xml = lxml.etree.fromstring(f.read())
        snapshot_disks = snapshot_xml.xpath('disks')[0]

        for disk in disks:
            target_dev = disk.xpath('target')[0].attrib['dev']
            snapshot_disks.append(lxml.etree.Element('disk', name=target_dev))

        try:
            dom.snapshotCreateXML(
                lxml.etree.tostring(snapshot_xml),
                libvirt.VIR_DOMAIN_SNAPSHOT_CREATE_DISK_ONLY |
                libvirt.VIR_DOMAIN_SNAPSHOT_CREATE_QUIESCE,
            )
        except libvirt.libvirtError:
            logging.exception(
                'Failed to create snapshot %s for %s', name, self.name(),
            )
            raise

        snap_info = []
        new_disks = lxml.etree.fromstring(dom.XMLDesc()).xpath('devices/disk')
        for disk, xml_node in zip(self._spec['disks'], new_disks):
            disk['path'] = xml_node.xpath('source')[0].attrib['file']
            disk['format'] = 'qcow2'
            snap_disk = disk.copy()
            snap_disk['path'] = xml_node.xpath(
                'backingStore',
            )[0].xpath(
                'source',
            )[0].attrib['file']
            snap_info.append(snap_disk)

        self._reclaim_disks()
        self._spec['snapshots'][name] = snap_info


[docs]    def revert_snapshot(self, name):
        try:
            snap_info = self._spec['snapshots'][name]
        except KeyError:
            raise RuntimeError('No snapshot %s for %s' % (name, self.name()))

        logging.info('Reverting %s to snapshot %s', self.name(), name)

        was_alive = self.alive()
        if was_alive:
            self.stop()
        for disk, disk_template in zip(self._spec['disks'], snap_info):
            os.unlink(disk['path'])
            ret, _, _ = utils.run_command(
                [
                    'qemu-img',
                    'create',
                    '-f', 'qcow2',
                    '-b', disk_template['path'],
                    disk['path'],
                ],
                cwd=os.path.dirname(disk['path']),
            )
            if ret != 0:
                raise RuntimeError('Failed to revert disk')

        self._reclaim_disks()
        if was_alive:
            self.start()


[docs]    def extract_paths(self, paths):
        self.guest_agent().start()
        dom = self._env.libvirt_con.lookupByName(self._libvirt_name())
        dom.fsFreeze()
        try:
            disk_path = self._spec['disks'][0]['path']
            g = guestfs.GuestFS(python_return_dict=True)
            g.add_drive_opts(disk_path, format='qcow2', readonly=1)
            g.set_backend('direct')
            g.launch()
            rootfs = filter(lambda x: 'root' in x, g.list_filesystems())[0]
            g.mount_ro(rootfs, '/')
            for (guest_path, host_path) in paths:
                try:
                    _guestfs_copy_path(g, guest_path, host_path)
                except Exception:
                    logging.exception(
                        'Failed to copy %s from %s', guest_path, self.name(),
                    )
            g.shutdown()
            g.close()
        finally:
            dom.fsThaw()


[docs]    def save(self, path=None):
        if path is None:
            path = self._env.virt_path('vm-%s' % self.name())
        with open(path, 'w') as f:
            utils.json_dump(self._spec, f)


[docs]    def bootstrap(self):
        logging.debug('Bootstrapping %s begin', self.name())

        sysprep.sysprep(
            self._spec['disks'][0]['path'],
            [
                sysprep.set_hostname(self.name()),
                sysprep.set_root_password(self.root_password()),
                sysprep.add_ssh_key(self._env.prefix.paths.ssh_id_rsa_pub()),
                sysprep.set_iscsi_initiator_name(self.iscsi_name()),
                sysprep.set_selinux_mode('enforcing'),
            ] + [
                sysprep.config_net_interface_dhcp(
                    'eth%d' % i,
                    _ip_to_mac(nic['ip']),
                ) for i, nic in enumerate(self._spec['nics']) if 'ip' in nic
            ],
        )
        logging.debug('Bootstrapping %s end', self.name())


[docs]    def _reclaim_disk(self, path):
        if pwd.getpwuid(os.stat(path).st_uid).pw_name == 'qemu':
            utils.run_command(['sudo', '-u', 'qemu', 'chmod', 'a+rw', path])
        else:
            os.chmod(path, 0666)


[docs]    def _reclaim_disks(self):
        for disk in self._spec['disks']:
            self._reclaim_disk(disk['path'])


    @_check_alive
[docs]    def vnc_port(self):
        dom = self._env.libvirt_con.lookupByName(self._libvirt_name())
        dom_xml = lxml.etree.fromstring(dom.XMLDesc())
        return dom_xml.xpath('devices/graphics').pop().attrib['port']


[docs]    def _detect_service_manager(self):
        logging.debug('Detecting service manager for %s', self.name())
        for manager_name, service_class in _SERVICE_WRAPPERS.items():
            if service_class.is_supported(self):
                logging.debug(
                    'Setting %s as service manager for %s',
                    manager_name,
                    self.name(),
                )
                self._service_class = service_class
                self._spec['service_class'] = manager_name
                self.save()
                break


    @_check_alive
[docs]    def service(self, name):
        if self._service_class is None:
            self._detect_service_manager()
        return self._service_class(self, name)


[docs]    def guest_agent(self):
        if 'guest-agent' not in self._spec:
            for possible_name in ('qemu-ga', 'qemu-guest-agent'):
                if self.service(possible_name).exists():
                    self._spec['guest-agent'] = possible_name
                    self.save()
                    break
            else:
                raise RuntimeError('Could not find guest agent service')
        return self.service(self._spec['guest-agent'])


    @_check_alive
[docs]    def interactive_ssh(self, command):
        client = self._get_ssh_client()
        transport = client.get_transport()
        channel = transport.open_session()
        try:
            return utils.interactive_ssh_channel(channel, ' '.join(command))
        finally:
            channel.close()
            transport.close()
            client.close()


[docs]    def nics(self):
        return self._spec['nics'][:]


[docs]    def _template_metadata(self):
        return self._spec['disks'][0].get('metadata', {})


[docs]    def distro(self):
        return self._template_metadata().get('distro', None)


[docs]    def root_password(self):
        return self._spec['root-password']
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